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1 Introduction

The purpose of this document is to provide Mac OS X 10.6 (Leopard and Snow Leopard)
users with instructions for connecting to the JANET Roaming Service (JRS) eduroam for
members of the London Business School community.

2 Getting Connected

The JANET Roaming Service (JRS) at London Business School is advertised via the
eduroam wireless network and secured using IEEE 802.1x/ EAP-PEAP authentication.

3 Requirements

The following is required to connect to the JRS eduroam service at London Business
School:
e ForLondon Business School Staff, Faculty and Students:
0 A London Business School userid & password.
0 To use eduroam you need to have a @london.edu mailbox hosted by the
School. Please note that other arrangements exist for Alumni and Executive
Education Participants; please refer to WALT or SetupWifi for further details.
o For External eduroam users of Partner Institutions:
0 Please refer to instructions issued by your own institution’s IT department as
their requirements for authentication may differ from those required by London
Business School. Provided you meet the criteria set by your home institution
you should be able to use the eduroam network on the London Business
School campus. If you have any queries or need support please refer to your
home institution IT Support.
e Apple AirPort.
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4 Configuring eduroam

Open your network preferences and ensure that AirPort is Off. Click Advanced...

Matwork

< | > ZShowAII Q

Location | Automatic

Ethernet 5 . T
® ol P Status: OFF { Turn AirPort On )
L o
Mot Conncctoa
e %‘\' MNetwork Name | AirPort: OFF =
¥ Ask to Join new networks
Known networks will be joinec automatically.
If no known networks are available, you will
be asked before joining a new network.
- 2 " AT |
[zshow AirPort status in menu bar | Advanced... | ®
i || A e
iy ., -
H_' Click the lock tc prevent further changes. [ Assistme.. ) Revert Apply

Select the 802.1X tab. Click the Add sign (+) and select Add user profile.

Name the profile: eduroam.

T AirPort

[ AirPort | TCP/IP | DNS  WINS | -R02:1%- Proxies = Fthernet |

¥ User Profiles
™ eduroam User Name isdt.mba2013@london._adu

Password ssssssss
|| Always prompt for password

Authentication  Enable | Protocol

™ TTIS m
™  PEAP
O T7s n
™  EAP-FAST
Confiqure... |
( Configure Trust... )
Wireless Matwork edurcam :{
Security Type | WPA Enterprise ki ]
o+ [o-
@ [ cancel ) [ OK
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Insert the following criteria:

User Name Enter your full @london.edu email address
Password Enter your password

Security Type Select WPA Enterprise

Authentication Ensure that EAP-FAST is ticked

Wireless Network Enter eduroam

Click OK

You will return to the Network page. Click the Advanced button again.

Select the AirPort tab. Click the Add sign (+) to add a new wireless network.

T mirPort

| AlrPort  TCPR/IP DNS = WINS = 802.1X Proxles Ethemner |

Preferred Networks:

Network Name Security

srap WEP Password
Executve Education Wireless None
CuestNet Nena

4+ — | # | Drag networks into the order you prefer.

E‘Rcmembcf networks this computer has joined
| Discunnect when lugging cut

Requ re administrator password to

| Create romputer-to—computer netwarks

I Change networkes
|_|Turn AlrPort on cr off

AirPort ID:  fB:ledfidcieG:3e

@ (Camcel ) (0K )
You will see the following window:
. Enter the name of the network.
-~ Enter the name of the network you wan: to add, and then
enter the passwo-d if necessary. You can also click Show
Metworks Lo see o list ol available retworks.,
Network Namre: eduroam
Security: | WPA2 Enterprise 3
Llser Narre:
Password:
802.1X: | Automatic v
(" Show Networks ) ( cancel ) [ Add )
Insert the following criteria:
Network Name Enter eduroam
Security Select WPA2 Enterprise
User Name Enter your full @london.edu email address
Password Enter your password
802.1X If eduroam is an option within this field, select it — this will auto-
complete your login details. Alternatively, leave it on Automatic.
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Click Add.

Click OK to close the Advanced window.

Turn on AirPort. Ensure any unsaved changes are applied.
“Connect” to eduroam, or select it from the available networks.

You may be prompted again for your User Name (email address) and Password. If

“eduroam” is an option in the 802.1X dropdown, then this will auto-complete your login
details.

«  The network “eduroam” requires a password.

__:Q
User Name: isdt.mba2013@london.edu
Password: sssssass
802.1X: | eduroam =
gRememberthis network
( Cancel ) ( OK )
Click OK.

Click Continue when presented with the certificate warning to connect. You may click on
“show” to display / check the certificate details.

Verify Certificate

ﬁ Authenticating to network "eduroam”
£
s

Before authenticating to server “srvner02.london.edu®, you should examine
the server's certificate to ensure that it is appropriate for this network.

To view the certificate, click 'Show Certificate’.

g Always trust “srvnet02.london.edu”

E] AddTrust External CA Root
“ [E UTN-USERFirst-Hardware
“ [5] TERENASSLCA
L 2] srvneto2.london.edu

srvhet02.london.edu

Issued by: TERENA S5L CA

" | Expires: Thursday, 20 Nevember 2014 23:59:59 United Kingdem Time
& This certificate is valid

[ e

w Trust

When using this certificate: | Always Trust | @
Extensible Authentication (EAP) | Always Trust )

X

isic Policy | Always Trust o
w Details

Common Name  srvnet02 london.edu
Common Name srvnetD2.london.campus.london.edu
ame  srvnetD1.london.edu
me  srvnetOl.london.campus.london.edu
Ga
¢ Lendon
London

ga London Business School
Orgamizational Unit  Information Systems. Division

( Hide Certificate ) fGanciloh  bGonthias
® [ Hide Certificate ) | Cancel ) [ Continue )

4

IT Training Team Page 6 17/02/2012



IT Training Department

eduroam connection guide — Mac OS X 10.6 p
(Leopard and Snow Leopard)

5 Help and Support

Clearing any existing configuration and starting again typically resolves a majority of
connection issues. l.e. follow the instructions for section 4 — Configuring eduroam — but
instead remove any reference to eduroam, then repeat the configuration steps.
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